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Across the whole school this week we have been focussing on using the infernet safely. The
children have seen some of the enormous benefits of the internet as well as some of the risks.
On Monday all of the children had a visit from PC Westmacott in assembly who spoke to all of
the children about various aspects of staying safe online. Below is a summary of the activities
throughout the week in each class.

Orange Class

All of the children have viewed two PowerPoint presentations on E-Safety, learnt a song about
staying safe when using tablets and hand held devices and participated in discussions. As a
group we came up with five ways to stay safe on a computer and created posters showing one
of the five rules.

Red Class

Red Class watched a film about a puppet who was learning how to stay safe on the internet.
Then we played a circle game with a ball of wool! It showed us how connected we all are, and
led to a discussion about people we can trust. Finally, we wrote a list of 'tips' for staying safe
online.

Blue Class

Throughout the week, Blue class have also had the opportunity to submit anonymous questions
and worries which have then been addressed. We have also been thinking a lot about how
behaviour online can make us feel and how we can have fun whilst staying safe.

Year 3 and 4 have been exploring the SMART rules.

S = Safe Be careful not to give up our personal information online, especially o people we don't
know.

M = Meet Never meet up with someone that we have only met through chatting online. If we
really need to, then only ever do this with a frusted adult.

A = Accepting Be careful when accepting attachments and information from people we don't
know. They may contain upsetting messages or viruses. DELETE them straight away!
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R = Reliable Not everything we read online is true. Compare information on more than one
website. Also, remember that people online may not be who they say they are.
T = Tell Always tell a trusted adult if someone or something is making you upset or worried

Green Class

In Green Class at the beginning of the week, we all completed the safer internet day quiz. We
discussed our answers and learnt about how important it is to keep your personal details
private. On Wednesday, a group of children enjoyed rehearsing scenarios related to e-safety
which they performed for the whole class on Thursday. From this we learnt that it is
important to remember how other people may feel about what we say or do online; we also
realised that it is not always easy to interpret the meaning of what someone is saying or how it
is being said from a written message. On Thursday afternoon, we watched an NSPCC Netaware
video about a boy who sent pictures that were private to a friend and they unfortunately
ended up online for everyone to see. We saw the risks involved in this and learnt that this was
not something we should do. This morning we investigated various apps which are popular with
children including music.ly, oovoo and Omegle. We evaluated the benefits and risks of these

apps.

We hope that some of the activities this week have encouraged helpful discussion between
children and parents. Attached to this letter there are various useful document which parents
may find useful for starting discussions.

A copy of this letter and lots of other useful information is on our website e-safety page
http://www.bledington.gloucs.sch.uk/e-safety/

If you have any questions then please feel free to come and see me.

Many Thanks

Mr Wootton
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Safer
Internet
Day

6 February 2018

‘Create, Connect and Share Respect: A better internet starts with you!

Information and
online resources

1. UK Safer Internet Centre

2 « UK Safer
w Internet
Centre

UK Safer Internet Centre:

The European Commission appointed UK Safer Internet Centre is made up of three partners; Childnet
International, the South Wes! Grid for Learning and the Internet Watch Foundation. Together we raise
awareness about internet safety, develop information materials and resources and organise high profile
events such as Safer Internet Day. You can access arange of resources from across the UK, Europe and wider
aofield ot www.saferinternet.org.uk/parents.

) Childnet

International

Childnet:

Childnet International is a non-profit organisation working in partnership with others around the world to help
make the internet a great and safe place for children. The Childnet website hosts all the online resources
detailed below, as well as a number of recommended resources for young people, parents, carers and
teachers. The Parents and Carers area also contains key advice, information on reporting and detailed
information on arange of e-safely topics in the Hot topics section. www.childnet.com

() SWGFL

Education that Clicks

South West Grid for Learning:

The South Wes! Grid for Learning (SWGHL) is a not for profit, charitable trust dedicated to the advancement of
education through informalion and communication technologies. They provide safe, supporled broadband
internet, teaching and learning services for 2,500 schools in the South West of England and e-safely education
and training regionally, nationally and internationally. They provide professionals, parents and children with
advice, resources and support to use internet technologies safely to enhance learning and maximise poten-
tial. www.swgfl.org.uk

Internet Watch Foundation:

The Internet Watch Foundation is the UKShotline for reporting illegal content found on the internet. It deals
specifically with child abuse and criminally obscene images hosted in the UK and internationally. The IWF
works in partnership with the online industry, law enforcement, government, ond international pariners. It is
a charity and a self-regulatory body with over 100 Members from the online industry. www.iwf.org.uk

2. Safer Internet Day

Safer
Internet
Day

Safer Internet Day:

Celebrated globally every year, Safer Internet Day offers the opportunity offers the opportunity to highlight
positive uses of technology and to explore the role we all play in helping fo create a better and safer online
communily. It calls upon young people, parents, carers, teachers, social workers, law enforcement,
companies, policymakers, and wider, to join together and play their part for a better internet. Ultimately,
abetter internet is up to us! www.saferinternetday.org.uk

3. Factsheets/information for parents and carers

Supporting Young People Online:

A free guide crealed by Childnet providing Information and advice for parents and carers on supporting
young people online. The advice is also available in 12 additional languages including Arabic, Hindi, Polish,
Spenish, Urdu and Welsh. www.childnet.com/resources/supporting-young-people-online

Information and Advice for Foster Carers/Adoptive Parents:

The UK Safer Internet Centre has worked together with Islington Council to create leaflets for foster carers
and adoptive parents. The leaflets, which are free to download and easy to print, include top fips and
conversation starters to help foster carers and adoplive parents get fo grips with internet safely.
www.saferinternet.org.uk/fostering-adoption

Keeping Under Fives Safe Online:

Children love using technology and are learning to navigate websites, online games and consoles, and
touch screen technology like iPads and smoartphones from a younger and younger age. This advice contains
top tips for parents and carers for keeping nr__aﬂm: aged :<m and ::QQ safe online.
www.childnet.com/resources/keeping -fi

Family agreement
Conversation starters and a template family agreement which can be used to discuss online safety with
your family. www.childnet.com/have-a-conversation

#SID2018
wwwi.saferinternet.org.uk
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Online resources for parents and carers

A Parents’ Guide to Technology:

The UK Safer Internet Centre has created this guide to answer commonly asked questions and introduce some
of the most popular devices used by children, h hting the safely tools available and empowering parents
with the knowledge they need to support their children to use Ihese technologies safely and responsibly.
www.saferinternet.org.uk/parent-tech

Internet Parental Controls:

The four big internet providers - BT, Sky, Talk Talk and Virgin Media - provide their cuslomers wilh free parental
controls that can be activated at any time. Video tutorials on how 1o download and use these controls are
availoble on the UK Safer Internet Centre website. www.saferinternet.org.uk/parental-contrels

Safety Tools on Social Networks and other Online Services:
m B Information and advice on the safely tools, age requirements and terms and conditions for a variety of online
— services popular with young people. www.saferinternet.org.uk/safety-tools
; —y o ‘ Online Gaming:
- Childnets guide contains :m_vwc_ advice end _10::0__03 on supporting children and young people playing
[ M. ioooi gomesonine www.childnet.com/online-gaming

Young People & Social Networking Sites:

Aims to help parents understand the positive and creative ways young people are using social networking
spaces (e.g. Facebook, Twitter and Instagram). It also points out the polenlial risks of using these sites and
ways to minimise these risks. www.childnet.com/sns

Social Network Checklists:

Free guides produced by the UK Safer Internet Centre that contain detailed instructions and information on
privacy and account settings on Facebook, Twitter, Snapchat and Instagrams.
www.saferinternet.org.uk/checklists

5. Where to report / get help

Need help? Information about what fo do if a child comes to you for help and advice ebout how to report
online concerns such as cyberbullying, inappropriate content or illegal behaviour.
www.saferinternet.org.uk/need-help

Child Exploitation and Online Protection (CEOP):

CLICK CEOP A police agency tackling child abuse on the internet. This website includes a unique facility that enables
parents and young people to make reports of actual or attempted abuse online www.ceop police.uk. CEOPS
Internet Safety Think U Know website contains information for chitdren and parents, as well as a link for children to

report cbuse online. www.thinkuknow.co.uk

Internet Watch Foundation:

Part of the UK Safer Internet Centre, the IWF is the UKS hotline for reporting illegal content found on the
internet. It deals specifically with child abuse and criminally obscene images hosted in the UK and
internationally. www.iwf.org.uk

O NSPCC NSPCC:
2 The NSPCC has perinered with 2 to provide an online safely helpline for parents and carers to answer
Lets keep kids safe online questions and address concerns about a childs online safety: 0808 800 5000

childline

OHUNE, On THE PHYNE, ANYTIME

ren can talk to someone for advice and support at any time by contacting Childline on 0800 1117 or
g 1o a counsellor online at www.childline.org.uk

Young Minds:

Young Minds: The UKS leading charity committed to improving the wellbeing and mental health of children
— and young people. Information and advice for young people and parents/carers can be found at

www.youngminds.org.uk and they also offer a free confidential helpline for parents on 0808 802 5544.

§ UK Safer #5ID2018
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Fun things to do (with
younger children)

Parents & Carers Pack

Internet
Day

6 February 2018

The activities below provide suggestions of fun and engaging activities that you can do with younger
children to help them think about being safe and positive online:

Smartie the Penguin
(Ages 3-7)

Childnets Smartie the Penguin story highlights the importance of always
telling a trusted adult if you are unsure about something online or when using
technology.

The story can be downloaded/read for free and there are also free colouring
pages and fun activity suggestions to help reinforce the messages of the story.

www.childnet.com/smartie

Digiduck’s Big
Decision (Ages 3-7)

Digiduck’s Big Decision is a story by Childnet about the importance being a
good friend online. It can be read for free online or downloaded as a free app for
Apple and Android tablets.

www.childnet.com/digiduck

SIDTV (Ages 3-11)

Our SIDTV short videos provide a great way to start a discussion with children
about how the infernet makes them feel and what tips they have about staying
safe. Some of the videos are aimed at younger children and can be watched on
the UK Safer Internet Centre website or on YouTube.

www.saferinternet.org.uk/sid-tv

The Adventures of
Kara, Winston and
the SMART crew
(Ages 7-11)

Five cartoons for children on how to stay safe online. Each cartoon covers one of
the five SMART rules which help children to make positive and safe online choices
for themselves and their friends.

www.childnet.com/kara

NEelsmarsizie
pinternet)

A fun way to check how well your child knows how to stay safe online is to
challenge them to the SMART rules quiz on the Childnet website. Why not have a
go too and see if your online safety skills are up to date?

www.childnet.com/quiz

Further resources and information:

2« UK Safer
' Internet
Centre

D Childnet
—# International

www.saferinternet.org.uk

www.childnet.com

® _ UK Safer

< ' ’ Internet
Centre

#5ID2018
www.saferinternet.org.uk
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